V.G. Meshcheryakova / National Interests: Priorities and Security, 2018, vol. 14, iss. 11, pp. 2149-2161

pISSN 2073-2872
eISSN 2311-875X

Yeposwi u 6ezonacnocme

NH®OPMAIIMOHHASI BOMMHA, PABBEPHYTASI B MHOCTPAHHBIX CMU ITPOTUB
POCCHU HA ITPUMEPE «YUHACTUS» P® B XAKEPCKHUX ATAKAX BO BPEMS
BbIBOPOB ITPE3UJTEHTA CIIIA B 2016 1.

Buxkrtopus I'ennaagbesna MEILLEPSIKOBA

CTYIEeHTKa MarucTparypbl, ballkupckuil rocynapcTBeHHbIN YHUBepcuTeT, Y da, Poccuiickas Depeparms

2004sunny@mail.ru
ORCID: orcyTcTBYET
SPIN-kox: 4234-6208

HcTopus crarbu:
[Tonyyena 12.07.2018
[Tonyyena B ;opaboTaHHOM
Buze 30.07.2018

Onobpena 27.08.2018
HocTyrnHa oHIaH
15.11.2018

VK 355.01:316.774
JEL: F51, F52, L82, N40

KitroueBsble ciioBa:
uH(pOpMaIOHHas BOIMHA,
nHbOpMaLOHHasT
6€e30I1aCHOCTD, PYCCKIe
XaKepbl, BBIOOPBI
npesugenta CIIIA, CMU

AnHoTanus

Tema. VubopmaumonHast BoviHa, pasBepHyTas B mHOCTpaHHbix CMU mporusB Poccun.
PaccmarpuBaercsi  xpoHosorusi  pasBuTusi Muda O BMelateabcTBe Poccum  BO
BHyTpunomutuyeckyio xusHb CHIA u o pycckmx xakepax, SIKOObI IOBIMSBILMX Ha
usbuparenbHbii npouecc B CLIA B 2016 1.

Lemn. AnHamm3 CpenctB U TEXHOJIOTMI, MCIONb3yeMbIX TIPM  OpPTraHM3AINM
nHpopManmoHHbIX arak mpotuB Poccun. Konrenr-anamms marepuanoB CMU Ha npenmer
BO3HMKHOBEHMSI ¥  pacmpoctpaHeHuss MucdoB o Poccum. AHamm3 — creneHu
mHbOpMaLUMOHHON 6e3omacHocTy Poccuu ¥ rOTOBHOCTM TNPOTMBOCTOSITH ITONOGHBIM
aTakam.

Metogosiorusi. [Opu3OHTaIBHBI ¥ CPABHUTENIbHBIA aHAIU3 COOBITMII B MMpe, KOHTEHT-
anamm3 CMUM. B paGore ucmosnb3oBaHbl OMuIMaIbHbe MOKYMEHTbHI M IYGIMKALAK
OTEUeCTBEHHbBIX U 3apyOesKHbBIX JKYPHAIVCTOB U MOJIUTUKOB.

Pesynbrarel. Poccusi okasasach He TOTOBa K TMOPUIHOM MHQPOPMAIMOHHOV BOIHE,
ee TOCyJapCTBEHHble OpraHbl He CyMeau BBICTPOUTH 3aIMTy M [IOKa3aTb MUDPY
HenpuyactHOCTh P® k kmubeparakam, HOHECTU IO MUPOBOTO COOOIIECTBa abCypOHOCTh
BBIIBUTAaEMbIX OOBUHEHMIA.

Oo6nacts npumenenus. [1ookeHusT ¥ BbIBOADI, CAeJaHHbIE B HACTOSIIEN paboTe, MOT'YT
ObITh MCIIONIb30BAHbI TMpPU Pa3paboTKe OOIIMX ¥ CIEHUATbHBIX YUYeGHBIX KYpPCOB IO
MOJIATOJIOTUM, TOCYHAPCTBEHHOMY VIIPAaBJIEHUIO, MEXIYHAapOOHOMY TMpaBy, B paboTre
OpraHoOB TOCYIapCTBEHHON BJIACTH.

BriBoabl. MHGOpMaIMOHHOE BO3[ENCTBME YBEJIMUYMBAETCS MMPOTIOPIVIOHAILHO Pa3BUTHIO
B 0OOIIeCTBe COUMasbHBIX CBSI3EM M HAINPSIMYIO 3aBUCUT OT Pa3BUTHSI HOBBIX TEXHOJIOTMI.
OTo BO3melicTBME OyIeT TOJbKO BO3pacTaTh M MpuoGpeTarh elle 6Gosiee M3OIIPEHHbIE
dopmbl 1 Metombl. BesonmacHocTh Poccum B MHGOPMAIMOHHOV BOVHE HEBO3MOXKHA 6e3
TOYHOTO AaHaaM3a ¥ CBOEBPEMEHHOTO IPOTUBOAENCTBUSI: TOJNBKO VMes HaIesKHbI
MPaBOBO, MHGOPMAIIMOHHBIN ¥ TEXHUUECKUIA IIIUT B COBOKYITHOCTY C MHMOPMAaIMOHHBIM
MeuoM, Poccust MOKET TPOTMBOCTOSITh HETaTUBHOMY BO3JE€JICTBUIO.
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CrpemurenpHOoe  mIoOajgpHOE — DasBUTME U TOCYHApCTBa BeIyT ILleJieHarpaB/IeHHbIE
COBEPILIEHCTBOBaHME MHGOPMALMOHHOTO  MCC/IeNOBaHUS o 3almTe CBOUX
o0lllecTBa TOPOOMJIO HOBBI BUA, OpPYXus, WuHPOpPMAIMOHHBIX pecypcoB. CoBpeMeHHas

BO3IE/CTBYIOIIETO

HeIoCcpeaCTBEHHO Ha peaJIbHOCTb TaKOBd, 4YTO pa3BUTHUE O6I_I_leCTBa

CO3HaHMe Jiofeil. B CBSI3M C 3TMM OOHOM M3 LIEMKOM " MTOJTHOCTBIO 3aBUCUT oT
OCHOBHbIX mnpoOnem XXIB. MOXKHO Ha3BaThb MH(POPMAIMOHHBIX IIOTOKOB, MX Xapakrepa
mpo6yieMy MHGOPMaLMOHHONM 6e3o0macHOCT. Bce M HampaBJIeHHOCTM.
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B coBpemMenHoM Mupe mpouCXOmsT I0OabHbIE
mpoliecchl Mo (HOPMUPOBAHMIO HOBOTO THUIIA
obllecTBa, HO, HECMOTPSI HAa 9TO, OTHOEJbHbIX
MHAVBUIOB TMO-TIPESKHEMY MHTEPECYIOT pasmes u
mepenesi BAMSHUS B MUPe, BOIIPOChI TOCIIOACTBA U
Biactu. M ecsmm paHblile 4eJI0BEYECTBO BPEMS OT
BpEMEHlM pas3BsSI3bIBaJ0O BOMHBI 338 PECYypChl
(TeppuTopuio, paboB, TMOJIe3HbIE UCKOTIAEMbIE U
T.I.), TO B HallleM BeKe TPaAUIVOHHbIE BOJHBI
TpaHCGOPMUPOBAIMCh ¥ MU3MEHUIM XapakTep,
CTaB  SKOHOMMYECKMMM, IOJUTUUYECKUMU U
CaMbIMM ONACHBIMU — MH(POPMAIMOHHBIMU. DTU
BOJMHBI BEOYTCS HE Ha IOJSIX CPakKeHMM, 4acTo
OHM HEBUAVIMbBI, YCJIOBHBI 1 HE3aMETHBI.

ITome O6uTBbI B UMH(POPMALMOHHOM BOMHE -
yejioBeueckoe  cosHaHme. Kak  roBopmin
KUTAICKME MYIpelbl, BeJMYalIliee VCKYCCTBO
BeleHMsT BOWHBI 3aK/IIOYAeTC B TOM, YTOOBI
HamajaTb He Ha TrOpPofAa MPOTUBHMKA, a Ha €ro

pasym [1, 2].

NudopmaronHass BOWHA - 3TO MpenebHO
oblllee Ha3BaHME I[€JIOTO KOMIUIEKCA DPas3IMUHBIX

IEeNCTBUIA, KOTOpbIe MIPOBOJSITCS
HeTPaJAUIIMOHHBIMM JJIS BOWMHBI MeTOZamMu C
OTOpOM Ha  TIO#aBjieHue U paspylleHue
JIOTMYECKOTO  MBILIJIEHUSI  MpOTMBHMKA  [3].
NudopmaiionHoe opyxkue UMeeT
pa3pymnTeIbHYIO CUy, CIOCO6HYIO
epekooVpoBaTh MMeolyecss yOeXIeHuss u

ycTou obiectBa. MiHdopmalMoHHas BOJHA — 3TO
BOJHA HOBOTO TUIIA, IIPU KOTOPOH UeJIOBEUECKOe
CO3HaHME BBICTYIIAeT U TIOJIEM CpPaKeHus, U
06bekToM Topakenus [4]. Llesb Takoil BOWHBI —
Ie30pUeHTaLs, KOTOpas TIOMOJKET B
OaJIbHENIe MaHMIYJISIIUM U TIepPeCcTpoNKe
MBIIIUIEHMS HaceJIeHUsI CTPaHbI-IIPOTUBHUKA [4].

MoskHO  momymMarb,  4YTO MTOHSTYE
«uH(pOpPMaLVOHHASI BOVIHA» MTOSIBUJIOCh
CPaBHUTEBHO HEJABHO — BO BTOPOI MOJOBUHE
XX B., TO TaKMX BOWH paHbllle He ObUIO. ITO He
Tak. YesoBeueCcTBO HAyYMJIOCh BECTM UX MHOTO
BEKOB Hasaj, elle B V B. IO H.3. IPUMEHSUIACD
MEeTOIbI ¥ TEXHOJOTUM MHGOPMALMOHHBIX BOIH.

ec/in

Pa3HI/II_[a COCTOUT TOJIBKO B KaHaJ1ax
KOMMYHMKalINn. Panbiire JJIs1 repenadn
Ppa3/IM4YHOro pona CJIIYXOB VICIIOJ/Ib30BaJIICh

JIMYHbIE KOHTAKThI JIIOAEH, ceiyac ke IJIs 9TUX

1esel  UCIOJMb3YIOT  IJI00ajbHble  KaHAJIbI
nepenaun nadopmanuu: Unurepuer u CMU.

He BCerma MpUMeHEeHVE METOZIOB
MHGOPMAIIMOHHBIX BOWH BeOeT K IPSMbIM
YeJIOBEUECKVM SKEPTBaM, HO BCETIa HAHOCUT
CYILIECTBEHHBI Bpe[ rocynapcTBy. Hacenenue He
yOMBAIOT, €ro CO3HAaHME MEHSIOT B HYKHYIO
CTOpOHY. M BaXHBIM CTAHOBUTCSI HE TO, UTO
MIPOMCXOONUT B MMpE Ha CAMOM JieJie, a TO, KaKUM
06pa3oM 3TO BOCIPUHMMAETCS, Belb CaMO IO
cebe MHGOPMALMOHHOE OPYKME — 3TO CKPBITOE
BO37IEIICTBME HA OTAENBLHOTO VHAMBUIA WU Ke
nesioe  OOIIeCTBO B LENSIX  U3MEHEHUS
MCUXOMU3NIECKOTO COCTOSSHUSI B HYXXHYIO JIJIS
MPOTUBHMKA CTOPOHY [5, 6].

ITepenporpamMmupoBaHmne CO3HaHMS O6OILECTBa
HaMHOTrO ymoOHee U OBICTpee OCYIIECTBJISATh C
nmomoipio  CMU, 0COGEHHO  37IeKTPOHHBIX.
MokHO OTMeTuTb, uTO coBpeMeHHble CMU He
MPOCTO OTPA’KAIOT peaJbHOCTb, a IMOJYac caMu
cosmailoT ee. Jlaske B HOBOCTSIX BbIOMpPAIOTCS U
OTpa)kaloTCI Haubojiee 3HAUMMbIe U SIpPKUe
COOBITHS, CITOCOOHBIE OKas3aThb HY>KHOE
BO3IEICTBME Ha CO3HaHue jodei. Ilpu stom
yacTb (aKTOB CIelMaJbHO MCKakaercd, u
Co3maeTcsl HOBast MHGOPMAIMOHHAs PeaJbHOCTb.
Nudopmariuss mpeBparuiiacb B CBOEro pona
Tpodeil ¥ CTaja MCTOYHMKOM BJIaCTU U
IBUTaTeJieM MHOTUMX COIMAJIbHBIX M3MEHEHMUI B
o6imiectee. O6magaromnmit MHGopMalmenn umeer
BO3MOKHOCTh MaHMUITY/IMPOBaTh OOIIECTBEHHLIM
MAaCCOBBIM CO3HAHMEM. NudopmaroHHbie
KaHaJIbl  4acTO  MCIOJb3YIOTCS  He  IJIsS
MpeIoCTaB/IeHNs IPaBaUBOM MHOpMaLK, a Il
HEBUAMMOIO VIIpaBjieHus] OOIIEeCTBOM 4Yepes
co3HaHMe Jofeii. Ha mepBblii TjIaH BBIXOOUT TO,
BO UTO BepUT UeJIOBeK, a He UCTUHA U
IeICTBUTEIbHOCTb. Oo61uen MeTOIOJIOI el
MH(POPMAaLMOHHOM BOMHBI BBICTYIIAlOT OOMaH U
MaHMUITYJISILIVS.

CMUM  wucrnomb3yiOT  OrpOMHOE  MHOYKECTBO
METO[OB MaHUIY/SLUM COo3HaHMeM. Yaile Bcero
MIPUMEHSIOTCS cllepyloiue [7-9]:

1) BHyIIEHKE ITOCPEeNCTBOM PEryIsIpHbIX
IIOBTOPOB OOHOV U TOWM >Ke MHPOpMaluK IO
pasHOOOpa3sHbIM KaHa/laM KOMMYHMKALINIA;
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2) mepeHoc vacTtHoro ¢akrta B cdepy O0OIIero
yepes CO37aHMe aHaJIOTMIA, KOTAA eNVHUYHOE
cobbITHE MPOeIpPYeTCs Ha 1IeJIbIN
MCTOpUYECKUI Tepuon 6Ge3 ydeTa TOrO, UTO
YaCTHBIV CJIyyali He SBISeTCS KpUTepueMm
3aKOHOMEPHOCTIA;

3) UCoNb30BaHMe CJIYXOB ¥ Pa3sHOOOPa3HbBIX
TOJIKOBaHU B HESICHOM ¥ HeOoIpede/IeHHOM
MMOJIUTUUYECKOM 06CTAHOBKE;

4) 3aMa/TuMBaHue OIHUX (aktoB "
aKIEeHTMpPOBaHMe BHUMAHMUS aymUTOPUM Ha
APYIUX;

5) dparmenTupoBanme, Korma — MHGOpMAIUI
[oJaeTcss  IMOPLUMOHHO M HEBO3MOXKHO
chopMMUpoBaTh OOIITYIO KAPTUHY COOBITHUI;

6) cosmanme QUKTUBHBIX COOBITMIA U (PAKTOB,
KOTOpble  TPENOJHOCATCS  KaK  aKCHOMa,
He TpebyIoIIast JOKa3aTeJbCTB.

[To MHEHMIO MHOTUX MCCJIeHOBaTe e, OrPOMHYIO
pOJib B MHMOPMAIIMOHHBIX BOMHAX UT'PAIOT MUQBKI.
Mudbr He MTOIUMHSTIOTCSI JIOTUYECKOMY
060CHOBaHMIO " MMEIOT GOJTBIITYIO
PaspyLIUTEIbHYIO U Ne3MHGDOPMALMOHHYIO CUITY.
Kasknoe 006111eCTBO MOPOXKIAeT CBOU
mugosoremsr’. MHPOpMalMOHHas BOMHA — 3TO
BOIHA MubosoreM — Haubosiee CUIbHAS U sSIpKas,
nobekgaeT ¥ 3aKkpervisieTcsi B MacCOBOM

co3Hauuyu. Mudsl IyGOKO YKOpEHEHbl B
CO3HAaHWM 4YeJOBeKa ¥ BIMSAIOT Ha  €ro
MOACO3HAHME, YHUUTOKEHMe, WM UCKakKeHue

Muda SIBISIETCS HEBOCIIOJHMMBIM TIOpakeHUeM
OYXOBHBIX  OCHOB. Korma  cTajKuMBaioOTCS
HECKOJIbKO ITPOTMBOIIOIOKHBIX MIUGOB 06 OTHOM
M TOM >Xe OObEeKTe, MOJKHO CKa3aTb, UTO MIET
MHGOOPMAIIOHHAsT BOMHA MEXIY HECKOJIbKUMMU
KYJIbTYpPaMMu.

B manHOI cTaThe paccMaTpMBaeTcsl CIlelyajbHO
CO3MAHHBIMA ¥ 1IeJIEHANPABIEHHO KYJIBTUBUPYEMBbIN
nHoctpanHbiMuy CMMUW mMud o BMmellIaTenbCTBe
Poccunu Bo BHyTpunoautuueckyio >kusHb CILIA
¥ O MOTYILIECTBE PYCCKUX XaKEPOB.

' Mudornorema (or ap.-rped. u000GC - ckasanue, npenanue
u AOYOG - MbIC/Tb, IPUUMHA) — TePMMH, UCTIONb3yeMblit /TS
o0603HaueHus1 MUGPOIOrMYEeCKMX CIOKETOB, CLieH, 06pa3oB,
XapaKTePU3YIOIUXCS [JI00aTbHOCTHIO, YHUBEPCATBHOCTBIO
¥ VMEIOLIUX LIMPOKOE PACIPOCTPAHEHNE B KY/IbTypPax HApOLOB
Mupa.

HerarusHoe oTHouieHne B mHOCTpaHHbIXx CMMU
nmo orHouleHuio Kk Poccum — mporecc maBHMIA.
Muoro  HeratuBHOV  MHbOpPMauuu  OBLIO
TpanciupoBaHo uepes CMMU Bo Bpemst BOVHBI
Poccuu B I'pysum, eme OGosbllle - TOCHIE
npucoenuuenus K Poccun Kpbima. Yero Tonbko
HM  TMCaAM  TPO  yuyacTMe  POCCUICKUX
BOOPY)KEHHbIX CUJI B KoHQuukre B Cupun
(MOKHO ellle BCIIOMHUTb BOWMHY B [loHbGacce u

Masamsuiickuii  Bomnr). Ho  cambii  mmk
«TPSI3HOM»  TPOBOKAIIMOHHOW  MHGOPMaLUK
npuinesicss Ha  ¢opmupoBaHue Mmudpa O
BMeIIaTeJIbcTBe  Poccuu  BO  BHYTPEHHIOIO

MOJIUTMKY APYTUX CTPaH uepes XaKepCKue aTaKiu.
Bosnukio oiyienne, 4tTo MHOCcTpanuble CMU
COCTSI3AIOTCS MEXOy co0oi: KTo OoJjblie U
cunbHee 006BMHMT Poccmio. IloToku JKMBOV U
Ge3moKasaTesibHOV MHGpOPMAaLMM CTaMi HOPMO
s 3anagHeix CMUY, nHdopmaliusg He MPOCTO He
MpoBepsiach, OHAa CO3maBajiaCb Ha IYCTOM
Mmecrte [10].

HamoMHuuM uMcTOpuio BOmpoca M XOH COOBITHUIA.
B 2016r. CIIA cramun o6BuHATH Poccuio B
Kubeparakax. MOXKHO BbIIEIUTh TPU BOJIHBI
BOpoca gaHHoi uHpopmaiuu B CMU.

Ilepsas sonna: anpenv 2016 2. - 7 Hosbps 2016 a.
B 2016 r. mocie toro, kak /. Tpamm u B. ITytun
OOMEHSUTCh OfOOPUTE/IbHBIMU OIIEHKaMM ApyT
Ipyra, komy-To B mitabe X. KAMHTOH mpMIIUIO B
TOJIOBY, UTO OOBSIBUTH Tpamia «IIPOPOCCUINCKUM
KaHOMOAaTOM» — 9TO MosiesHas upes. Ho omHux
6e30CHOBATE/IbHBIX 3asIBJIEHMII O TOM, 4TO Tpami
«caenaeT Poccuio CHOBa BEJIMKOW», CTOPOHHMKAM
KiuuToH nokasasioch Masio.

28 monst 2016 1. mpencTaBUTENTM PeCTYOIMKAHCKOM
naptuy CIIA obparminch ¢ OTKPBITHIM IMMCbMOM
K mnomutudeckum Jmaepam Kourpecca. Onu
MPOCWJIM TIPOBECTU TIIATEIbHOE DPACC/IeAOBaHNE
KubepaTraky Ha  cepBep  OeMOKpaTU4eCKOu
MapTuy, TMOCKOJbKY [aHHBIM CJIy4ail SIBJISIETCS
«amakoil Ha Yeno0CMHOCMb 8Ce20 NOAUMUUECKO20
npouecca»’.

? Nakashima E. Russian hackers targeted Arizona election
system. URL: https://washingtonpost.com/world/national-
security/fbi-is-investigating-foreign-hacks-of-state-election-
systems/2016/08/29/6e758ff4-6e00-11e6-8365-
b19e428a975e_story.html?utm_term=.8debdd792bac
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31 wmons 2016r. B amepuranckux CMU
TOSIBUJIOCh 3asiBJIeHME X. Kinmuaton o
Kubeparakax Ha IITab AeMOKpaTUuueCKON MapTun.
OHa OTKPBITO 06BUHMIIA poccuiickue
CITELIC/TY>KObI B XaKepPCKUX HaNafeHMUsIX B LeJIsIx
okazanus momory [I. Tpammy. DTo mocCTysKmio
OTIIPABHOM TOYKOM /15T Hauasia MH(MOPMaIIMOHHOM
BOJHBI TTpoTUB Poccum.

JInbepanpHasg mpecca CIIA  MOMeHTaJIbHO
HAaroJIHM/IACh COOOIIEHUSIMM O CBSI3SIX Tpamma u
ITytuna. Torma ke MOSBWINCH I€pBble HAMEKM O
BO3MOXKHOCTM KubepaTak Ha CHUCTEMY IIOACYeTa
roJI0COB IIpyu BeIboOpe mpe3ugenTa CIIA.

CornacHo oduIMaTbHbIM pesysbpTaTam
paccienoBaHus, BO B3J0MaxX MHGPOPMAIMOHHOM
CUCTEeMBbI OBUIM BUHOBATHI [Be TPYINUPOBKU
xakepoB - Cozy Bear wu Fancy Bear
HeynuBurenpbHO, 4TO «MemBenb» B Ha3BaHUU
IPYNIMPOBOK IOYEMY-TO IIPSIMO YKasbIBaja Ha
Poccuio. M1 «ecrecTBeHHO», XakepoB TYyT 3Ke
CBA3/IM C  POCCUIICKMM  TIPAaBUTEJIbCTBOM,
NPUITACAB €My TMpSIMOV  TIOUTUYECKUN U
SKOHOMMUYECKMI IIMUOHAXK.

B aBrycre 2016 r. MHOTME aMepUKAHCKME TA3EThI
OOBSIBWUIM O B3JIOME CUCTEM PErucTpanyn
nzbupartesieir B mrarax MumHoic u ApusoHa.
I[To Bepcum raset, «uHyudeHm 6 ApusoHe
aensemcs APKUM cgudemenbcmaom
3aunmepecosanHocmu Poccuu e svibopax ¢ CIIIA
u napmuiinbix  onepayusx»>. Hecmorps Ha
OTCYTCTBUE MPSIMbIX JOKA3aTETbCTB, MOCHITAINChH
3asIBJIEHMSI O TOM, UTO DPOCCUICKME XaKephbl IO
JuyHoMy  ykasaHmio IlytmHa He  mpocTo
B3JIaMBIBAIOT CepBepa JeMOKPaTUUeCKOW MapTum,
HO ¥ BMEIIIMBAIOTCS B TTOMICYET rOJIOCOB.

Ha camvure G20 B kuraiickom XaHWKOY
4-5 centabps 2016r. r-u Ob6ama mnpMHAI
pellleHKe JIMYHO CHesiaTh MpenyIpeXaeHne r-uy

[TyTuny. b. O6ama HeJIByCMBICJIEHHO
npenynpenun B. IlyTuHa o XecTKOM peakuuu
CHIA B ciyyae TIPONOJKEHUSI  TOMBITOK

OKa3bIBaTh BJIMSIHME Ha BBIOOPHBIM MPOLECC WIN
MaHMITYJIMPOBATh T'OJIOCOBAHMEM, - COOOLIMIIN
YMHOBHMKM bBejioro moma, KoTopble, IpaBaa, He
Y4aCTBOBaIM B 3TOV Gecelie «OOMH Ha OOUHY».

*TaMm sxe.

IToske B aTOT 3Xe meHb r-H Ob6ama ciesnan peakoe
LISt HETO 3aMevaHue OTHOCUTEJIbHO
aMepPMKAaHCKOM  HACTYIaTeJbHON  KMOEepMoImy,
TE€MbI, KOTOPOM OH TIPaKTMUYECKM HUKOTIa He
Kacayicsl. «OmkposeHHO 2080ps, Mbvl obaadaem
6onbUUMU 803MOHCHOCMAMU, Kax
060POHUMENBbHBIMU, MAK U HACMYNAMENbHBIMUY , —
CKa3aJl OH, 00paIasCh K XXypHAIMCTaM.

B  okta6pe 2016r. 6bLIO
3asiBJIEHME oT VIMEHU MMHMUCTEPCTBA
HAaIllMOHAJIbHOV  0Ee30IaCHOCTM U  JIUPEKTopa
HanyoHanbHOM pasBenku CIIIA, B KoTopom
TOBOPWJIOCh:  pasBemuMKyM  yBEPeHbl,  4YTO
XaKepCKye aTaky IMPOTUB aMepUKaHCKUX TpaskaaH
M YYpEeKOeHMii  ObUIM  IIPOBENEHbI  ITOT
PYKOBOICTBOM IIpaBUTeNbcTBa Poccuy u 6Gbum
Mpu3BaHbl  TOBJMSITb  Ha  U3GMpaTeabHbIN
nporecc?.

OnyOJIMKOBAaHO

I'azera The Washington Post muiret co ccputkoin
Ha cobcTBeHHble McTouHuku B LIPY o ToMm, uto
Poccust BMelmBaetcs B Xof, BBIGOPOB Mpe3uieHTa
" OKa3bIBaeT BCeCTOpoHHIOI0 nmomottb 1. Tpammy.

CNN coob111aet, 4To AJjIsI TOrO YTOOBI ITOBJIMSTDH
Ha UTOTM TIpe3umeHTCKuX BbiGopoB B CIIIA,
Kpemib ncrnosnb3yer He TOJMBKO XaKePCKMe aTaku,
HO ¥ TOOK/IIOUMJI K 3TOMY IIPOLIECCY MHTEpHeT-
TpOJUIEell, KOTOpble BJIMSIOT Ha OOIeCTBEHHOE
MHeHMe He TosbKo B Poccui, Ho 1 B CILIA.

B 3TO ke BpeMsi HAuMHAIOT AKTMBMU3MPOBATHCS
CMMU u papa gpyrux crpad. @paHity3ckas rasera
Le Monde 6e3amesisMOHHO 3asBJISIET O TOM, YTO
Poccust MIBITAETCS BMEILIMBATbCS B
nsbupatenbHbIN nponecc B CIIAS,

B MockBe Ha camMoM BBICOKOM YpOBHe He pa3s
oTBeprajiM 3asiBJieHMsI O ToM, uro Poccust
MbITAJIACh ~ BMEILIMBAaTLCS B IPEIBbIOOPHbBIE

*Hackett R. The United States Presidential Election Is under
Attack. URL: http://fortune.com/2016/10/15/russia-hack-us-email-
election

$CNN: IToce xakepoB Kpemitb MOOK/TIOUMT K aMePUKAHCKUM
BbiGopam Tposuteit. HoBoctu lnoTB. URL:
https://russian.rt.com/inotv/2016-10-27/CNN-Posle-hakerov-
Kreml-podklyuchil

¢ Untersinger M. Entre les Etats-Unis et la Russie, des relents de
guerre froide dans le cyberspace. URL:
http://lemonde.fr/pixels/article/2016/10/14/entre-les-etats-unis-et-
la-russie-des-relents-de-guerre-froide-dans-le-
cyberespace_5013801_4408996.htm1#Uv6qDgBPvSvGkkTK.99
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nporieccol B CIIA. IIpesnpent Poccunu B. [Tytun
27 oxktsi6ps 2016 1., BbICTYNasgs Ha 3acelaHUM
MexknmyHapogHOTO  AMCKYCCMOHHOTO  KiIyba
«Banpmaii», IpUUMUCIWII PasrOBOPbI O POCCUICKOM
BAMSIHMYM Ha BbIOOpHI npesumenta CIHIA k umcny
«MUGUYECKNX, TPUAYMAHHBIX MpoOIEeM» U
HasBajJ UX «uUcTepuein». MUHUCTP MHOCTPaHHBIX
nen Poccuu C. JIaBpoB HEOTHOKPATHO 3asBJISLT 00
YCTaJIOCTM OT COOOILIEHMI O «BMEIIATeIbCTBE
Poccun B Bb16OpBI CIIIA».

B nos6pe 2016 r. craso usBectHo, uto ®BP u
pasBegka CIIIA mopmospeBator Poccuro B
MPUYACTHOCTM K  TIOAJENKE  JTOKYMEHTOB,
NPU3BaHHBIX IUCKpeauTupoBarh KiuaToH'. Bee
vamle u uvamle CMMW wHaseBator [I. Tpamma
«TIPOPOCCUICKMM  KaHAMIOATOM», I€YaTaroTCs
pasHoOOpasHble MYyOIMKALMM O IOpOYaIlMX
CBSI3SIX COBETHMKOB Tpamiia.

Opgnako @BP Tak u He OOHAPYKUIO CBSI3U
. Tpamna ¢ Poccueir. OmHOBpEMEHHO C 3TUM
3aBEPILIMJIOCH PACCIENOBaHKE Jieyla O CITYsKeOHOI
nmoute X. KmuuroH, B kotopom DBP TOke He
HAllUI0O cocTaBa mpectymwieHus. Ko  mHIo
roJIocoBaHMst 06a KaHOyaaTa MONOIUIN IPUMEPHO
B PaBHBIX YCJIOBMSIX.

Ilepen  cambiMu  BbiGopamyu  (01.11.2016)
tenekaHam CNBC co cchlIkOM Ha OUpPEKTopa
®BP [Ix. Komu BeigBUHYA MpoTuB Poccuu
O0OBMHEHMS B Kubeparakax B LeJIsIxX
BMeIIaTe/IbCTBA B IIPE3UIEHTCKUE BBIOOPHI B
CHIA. Hupektop ®BP  commacuica ¢
3aKJIIOUEHMEM Ppa3BeIdbIBaTEIbHOIO BeOOMCTBA,
YTO 3a XaKepaMM [eCTBUTEIbHO  CTOSIJIO
MHOCTPaHHOEe TOCYHApCTBO, ONHAKO BbICTYITMJI
MPOTUB pasIyiallleHus] JaHHOM MHpOpMaluu [0
NpesuIeHTCKuX BbIOOpoB. ITosunms Komu Oblna
TaKOBa: «eCJIM 3TO 3asiBJIeHMe CIeaHO, TO OHO He
momkHo ucxogutb oTr DBP». Kcratm, B urore
3TOTO M He IMPOMU3OIIJIO0 — 3asBJIEHME BBITYCTUIN
IpyTye BeIOMCTBaA.

He Bce cTpaHbl BepsT B BMHOBHOCTb Poccum.
Apabckre raseTbl OUINYT, YTO AAMUHUCTPALVS
CHIA TpaBuUT pPYCCKMX OUIJIOMAaTOB U He

"Corera G. Why the US Fears Russia Is Hacking Its
Presidential Election. URL: http://bbc.com/news/technology-
37605992

IOITyCKaeT WX K HaOIIOmeHuio 3a BbIOOpaMu
npesugeHTa’.

Bmopas eonna: 8 Hosbps 2016 2. — 31 mapma
2017 2. 8 Hosibps 2016 r. - geHb BLIOGOPOB
npesugenta CIIIA. Ha mocr mnpesupeHTta
MPeTEeHOYIOT KaHOMOAT OT JeMOKpaTU4eCcKomn
naptuu X. Knuurton u pecrrybnvkanerr 1. Tpawmiri.

Pano yrpom 9 wHos6ps 2016r. KimHTOH
odULIMAIbHO MpyU3HaJa MopaskeHue B
Mpe3uIeHTCKOM roHKe. Boribops! mpoum, Tpamn
mobenua, KiaMHTOH TmpusHaia  IOpaskeHue,
o6BuHeHus1 B aapec Poccuu cranmu Twuiie, Ho...
HE JCY€e3JI1 TOJIHOCTBIO.

ITocne momcueTa TOMIOCOB BBISICHWIOCH, UTO
Tpamm Habpaa Ha OBa C JIMIIHMM MWIIMOHA
TrOJIOCOB  MeHbIlle, ueM KJIMHTOH, OJHAKO
MOCJIEHSISI IPOUTPAJIa B KOJIJIETUY BbIOOPIIVKOB.
Croponuuky KiauMHTOH cTany TpeboBaTh, YTOOBI
OHA OCIOpWJIA Pe3y/IbTaThl BbIOOPOB, U CHOBA
3a3Byvasu o6BuHeHus B aapec Poccun.

Tem BpemeneM, kak mnepemaer BBC, mogu,
KOTOpbIE He cTamm OT'PaHNYMBATHCS
TOJIOCJIOBHBIMM ~ OOBMHEHMSIMM, a  3aHSJIUCH

peayjibHbIMM  TOMCKaMMU
NpUIIIM K BIIOJHE
TpeCKa3yeMbIM BbIBOZAM'.

«PYCCKUX  XaKEPOB»,
ompeeaeHHbIM U

M. Dnaiisic, DIaBHBIM IOPUCKOHCYJIBT IIITaba
KimHToH, 3asBMJI, UTO 3a MOC/EAHNE IBE HENEIN
CITelMaJIMCThI TOTPATUIM MAacCy BPeMEHM U CUJ
Ha TO, YTOOBI BBISIBUTb IPU3HAKU POCCUICKOTO
B3JIOMa ¥ TIPOYMX MaHMUIYJISIMIA TOJIOCOBAaHMUEM,
M 3aKJIIOUMJI, YTO OHM He HalIM HUKaKUX
JTOKa3aTesIbCTB.

IIpesunent IleHTpa 1O NpemOTBpallleHUIO
npectynHoctu k. JIOTT B crarbe AJid sKypHasa
National Review orMeTwi: <«amepukaHckue
MAuwiuHel Onsl 20/10C08aHUSL He COeOUHEHbl C
UHIMepHEemoM, No3mMomy YOAneHHblll xakep He 8
COCMOAHUU UMO-MO U3MeHUMb 8 ux pabome
dastce UuUCmo mexHuuecku».

8RT News. URL: https://arabic.rt.com/news

% Kosnoeckuii B. «Poccuiickuii ciefi» Ha BbIGopax mpesyieHTa
CIIA: Tak 6bum1 Jin Xakepbl? Pycckas ciysk6a BBC.
URL: http://bbc.com/russian/features-38205035
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Hupexktop LleHTpa KOMITbIOTEPHON 6€30MaCHOCTH
npu Muumranckom yHuBepcutete A. XosgemaH,
KOTOPBIM paHee YTBepXnIas, OYATO pPe3ysIbTaThl
BLIOOPOB B Tpex IITarax «IOOBEPIVIUCH
MaHMUITYJIIIMM VIV BMELIATeIbCTBY XaKepoB», Ha
MpsSIMOM  BOMPOC O [IOKA3aTeNbCTBAX 3asBUII:
«xaxepbl, CKOpee 8Cez20, He NOGAUSIU HA UCX00
20/10co08aHUSL, MAK KAK Y HE20 Hem ceudemenbcma
Ube20-1UbO BMEUAMENLCMEa.

Hupexktop AreHTCTBa HaIlIMOHAJILHOM
6esomacHoct M. Pomkepc Takke mpusHas, 4To,
Ha €ro B3SO, XMINEHWe ¥ NOyonukauus B
MHTEpHeTe IOKYMEHTOB HaLIKOMUTETa
JIeMOKPaTUYECKOM MapTUM He TOBJIUSIIA Ha VICXO]
BBIOOPOB.

Takvm o6pasoM, TO, YTO C CaMOro HadvaJa
yTBepsKmamu poccuiickue mnoautuku u CMU, a
TaKKe He IONaBIlMe IO BJIMSHME ITpOIaraHibl

IIEMOKPaTOB aMepuKaHCKue SKYPHAJIVCTBI,
MOATBEPAWIOCH: TIOKA3aTeJIbCTBA BMeIIaTeIbCTBA
Poccm B u3buparenbHBII  Ipomecc  He

obHapysKeHbl. 3aMeTumM, 4To Hu mepen Poccueit
3a JIO’KHbIE OOBMHEHMSI, HU TIepel, COOCTBEHHbIMMU
M36uUparesIMu 3a BBeJeHME UX B 3a0/TysKIeHe CO
CTOpOHBI  AeMokparuueckor mmaptum  CIIA
M3BMHEHUN TaK U He IOCIeI0BasIo.

3aTto ¢ cepemuubl gekabps 2016 r. o6BUHEHMS B
agpec Poccuy 3a3Bydasiv ¢ HOBO¥ CUJION.

PaccnenoBanue «KubepaTaku PYCCKUX»,
nposeneHHoe rasetoit «Hbio-Mopk TaitMc»,
OCHOBAaHO Ha MHTEPBBIO C IECSITKAMM JIIOmen —
SKEPTBAMMU aTaky, C IIPEICTAaBUTEISIMU Pa3BEIKU U
C YMHOBHMKAMM agMMUHUCTpAILMM IIpe3sumeHTa
O6ambl. ITO paccienoBaHue OOHAPYKUIIO I1eJTbIN

pSII  TPOMYIIEHHBIX  CUTHAJIOB,  TPUMEPOB
3aMe[JIEHHON  peakuMu ¥  3aTSIHYBILIErOoCs
mepuona  HEeMOOUEHKM  CEePhe3HOCTM  ITOW
KubepaTaku.

[To MHeHMIO TIpenCcTaBUTeNEN pasBeIKy, TO, UTO
HAYaJIOCh KaK ollepauys Mo c60opy uHbOpMAaInm,
B pe3yJIbTaTe BbUIMJIOCH B ITOIBITKY HAHECTU Bpe[
omHoMy KaHaupaTy - X.KIMHTOH M M3MeHUTb
CUTYaLMIO B NONIb3y ee onmnoHeHTa JI. Tpamma'®.

1 Lipton E. The Perfect Weapon: How Russian Cyberpower Invaded
the U.S. URL: https;/nytimes.com/2016/12/13/us/politics/russia-hack-
election-dnc.html

IMpesument CILA B. O6ama moobelan IpUHSITH
OTBETHbIe Mepbl MPOTUB Poccum 3a SIKOOBI ee
BMEIIIATeJIbCTBO B IPE3UIEHTCKME BbIOOpPHI B
CIIA. B ueM KOHKPETHO OYOYT 3aK/JIHOYaTbCS
KOHTpMepbl, He pasriawmaercs'. JlelicTByommit
npesugedt CIIA gan 6osbllIoe MHTEPBBIO
National Public Radio. Bo Bpems wuHTepBbIO
I71aBa TOCyIapcTBa ObUT TOCTATOYHO OCTOPOXKEH U
He mopmepskasn LIPY, kotopoe paHee 3asBWJIO O
POCCUIICKMX  XaKepax, SKOObI ITOMOTalOLINUX
Tpammry mobemuts. (Ob6ama OTMETWMJI, UTO
pacciieoBaHue IMPOAO/DKAETCS U OO/DKHO ObITh
3aBeplIeH0 [0  MHayrypauuu  M3GpaHHOTrO
npesugenTa 20 saBaps 2017 .

B mexa6pe 2016 1. 6b11 moarorossieH nokiag @BP
n AHB, B KOTOPOM OTBETCTBEHHOCTb 3a aTaKu
6ba  BOsjokeHa Ha Poccumio'’. Tlo wmrtoram
IOKJIama ObLIM IMPUHATHI HOBbI€ CAHKIIMM TIPOTUB
Poccun. Bpumr  BeicIaHbl 35 poccuiickux
IUIUIOMaTOB M  3aKpbIThl [IBa  ITOCOJBCKUX
MIpeCTaBUTEIbCTBA.

B CMU coobmiaerca: OBP yBepeHno, uro
B.IlytvH mnepcoHaJibHO TIOBJMSIT HAa  UTOT
BbI6OpoB B CIIIA. OH «JIMYHO Yy4acTBOBaja» BO
BjioMe  [1eMOKpaTMYeCKOro  HallMOHAJbHOTO
KOMUTETa HaKaHyHE aMepUKAHCKMUX BbIOOPOB.
[TytyH pyKOBOmWI  XaKepCKOM aTakoii  Ha
MOJIUTUKOB ~ AEMIapTuM, a  TakKKe  caMm
pacropssKajicsl TeM, Kak OymyT WCIIOIb30BaHbI
MoxuilleHHble gaHHble. Camy KubepHamamgeHust
ObLTM 3agyMaHbl Kak MecTb X. KauHTOH u ee
KOMaHge, HO  BbUIMINCH B  WTOre B
KPYITHOMACILITaOHYIO AHTUKOPPYILMOHHYIO
KaMIIaHMIO, pacckasamm uctounmky NBCY,

I'aseta Guardian coo6i1ijaeT, YTO IVIABHOM LIEJIbIO
[TytrHa, BeposSITHO, OGBUIO TMOAOPBATH BHIOOPHI B
CIIA u cosnaTh xaoc'®. Dra ke rasera Hamycasna,

yro b. O6ama obemiaer Poccun Bosmesmye 13-3a

' O6ama 06BMHMUI Poccuio B xakepcKoit aTake BO BpeMst
BBIGOPOB ¥ O6eILaT KOHTPMEpBHI.
URL: http://ntv.ru/novosti/1733058

12 Pycckuit lepeBoy, HalllyMeBLIero Aokaaa crencaysk6 CIIA
06 «arakax pyCcCKMX XakepoB» «OUeHKM AesTeIbHOCTA
¥ HamepeHmit Poccuy Ha aMepuKaHCKUX BbIOOpax»:
QHAIMTUYECKII TIPOIECC ¥ YCTAHOBJIEHME aBTOPOB Kubep-
npouciectsus. URL: http://rusnext.ru/news/1483960143

15 A66ac [Ir«. Paspenka CLIA: Bnagumup ITyTUH IMUHO BAMSIT
Ha BbIOOpHI mpesupaenTa CIIIA.
URL: https://ufa.kp.ru/daily/26617.4/3637655
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B3sjoMa Bo Bpems BbibopoB B CIIA. CIIA
IPUMYT OTBeTHbIe Mepbl IpoTus Poccun’®.

3a XaKepcKMMM aTakKaMyu B XOfe Ipe3umIeHTCKOM
rouku B CIIIA, B koropbix B BalmnHrrone
MPUBBIYHO OOBUHSIOT Poccuio, Ha camMoM [esie
MOTYT CTOATh aamuuuctpairust O6ambl u
aMepUKaHCKME  CIIeLCTYKObl.  AMepUKaHCKUIA
IUIIOMaT II>x. bonTon CUMTaeT, YTO
«BMeIIaTeabCcTBO Poccum» B aMepMKaHCKUeE
BbIOOpBI, O UeM YK€ He OOMH MECSI] TOBOPST B
CIIA, moryo 6bITh TaltHOM Ollepaliyei, KOTOPYIo,
mo  omnpenenennto  boiatoHa, — BammHrton
IIPOBOIMII «ITOJ, JIOKHBIM (JIarOM».

Ws6panusin  mpesumedt CIIA . Tpamno B
MHTEPBbIO TeJIeKaHaTy FoxNews
IIPOKOMMEHTMPOBAJI 3asBJIEHNUSI O BMeIlIaTe/IbCTBE
Poccun. «3to Henerno. MHe KakeTcs, 3TO eIlle
OIHO ompaBnaHue nopaskenus KnmHtoH. 51 B aTo
He Beplo», — 3asIBUJI U3OpaHHBIN IIPEe3UIEHT.

B MockBe Bce 06GBMHEHMS O BMeIaTeIbCTBE B
nporiecc BbiGopoB B CIIIA, paBHO Kak u
yTBepKIeHus o mpuuyactTHoct Kpemist K B3jiomy
cepBepoB JeMIapTuu, Has3BaJIn
6Ge3moKa3aTeTbHbIMUA.

MunucTp uHoctpansbix gei Poccun C. JIaBpoB B
nekabpe 2016 r. B ouepemHON pa3 MOBTOPUJ, UTO
MockBa HMKOTIA He CTpeMuiach BIMATh Ha
1361 paTesIbHYI0 KaMITaHUIO B CLIA,
aMepMKAHCKUI HapoJ CaMOCTOSTEIbHO BbIOMpas
cBoero npesupeHTa. «lIpesudewmom Tpamny
nomoziu  cmame  AMepUuKamcKkue 2parcddwe,
noddepycasuiue e2o kaHdudamypy Ha evlbopax
8 Hos6ps. Umo kacaemcs HeGbLIUY NPO PYCCKUX
Xakepoe u Opyeux 00O8UHEHUll 8 Haw adpec 8
npedablbOPHOM KOHIMEKCIME, MO OHU Yice Habunu
OCKOMUHY», ckazan rmaBa MU] Poccun B
VMHTEPBBIO UTalbsiHCKOMY u3mauuio Corriere
della Sera.

" Harding L. What We Know about Russia's Interference in the
US Election? URL: https://theguardian.com/us-
news/2016/dec/16/qa-russian-hackers-vladimir-putin-donald-
trump-us-presidential-election

'* Borger J. Barack Obama Promises Retaliation against Russia
over Hacking During US Election. URL:
https://theguardian.com/us-news/2016/dec/16/obama-retaliation-
russia-hacking-us-election

B. IlyTuH 3asBuI, 4TO POCCUIACKAsT CTOPOHA He
OymeT MpennpUHMMATh HUKAKMUX KOHTPHEVCTBUM,
HO TpM 3TOM OCTaB/sieT 3a CoOOM MpaBO Ha
OTBETHble Mepbl. [Ipy 9TOM OH OTMETWJ, YTO
IajbHEeNMIIMe  IIarM 1O  BOCCTAHOBJIEHUIO
POCCUIICKO-aMEPUKAHCKMX ~ OTHOIIEHUN  OymyT
BBICTPAMBATbCSI MCXOMOS U3 TOJUTUKU, KOTOPYIO
CTaHeT MpOoBOAUThL u3bpaHHbIN npesugeHT CLIA
I. Tpamm®®.

ITo coobiienusam Peittep, M3GpaHHbIN MTPE3UTEHT
. Tpamm MIpUHMUMAET 3aKJIIOYEHNE
aMepMKaHCKOTO pa3BebIBaTe/IbHOIO COObIIeCcTBa
o ToM, uTo Poccus 3aHuMMaeTcs kubeparakamyu BO
BpeMsI Npe3uaeHTCckuX BbioopoB B CIIIA u MmoskeT
IPUHATL MepbI B OTBeT'’. DTO mepBoe 3asBJIeHNe
Tpamria ¢ mnpusHaHmeM, 4TO MMeHHO Poccus
OpraHM30BaJIa XaKePCKUe aTaku.

Tem BpemMeHeM MCTEPHUST BOKPYT PYCCKUX XaKEPOB
B CIIA mpuHsyla HACTOJMBKO abGCypOHbIN
XapakTep, UTO 3TO 3aMEeTUJIM CAMM aMepPUKAaHIIbI.
Tak, B  colMaJbHbIX  CeTIX  HabuMpaer
MTOITY/IIPHOCTD X3IITEr #russiansdidit
(3T0 cpenamu pycckue). Jlromy BbIK/IaObIBAIOT B
MHTEpPHET KapTMHKM C UbMMMU-TO KasycaMu Wu
HeymauaMyu (B KOTOPbIX, KaK IIPaBMJIO, BMHOBAT
M300pPaKEHHBI HAa CHMMKE) ¥ COIPOBOXKIAIOT
MeM IOANMMUCBHIO «ITO CHEealu PYCCKUE» WA
«BO BCE€M BMHOBAThI PyCCKME XaKephI».

A ucrepus mpo «pPyCcCKUX XaKepoB» Habupaer
06opoThl M pacronsaercs 1o mupy. Bemem 3a
CIIA B kubGeparakax Poccuio oO6BMHMWIN
Tepmanms, @paHius, a  TakKe  TaKue
MesKIyHaponHbie cTpyKTypbl, Kak WADA, OBCE
" Op.

ITout Bce 3amagHble CTpaHbl YBEPEHbI B
«ycIexe» POCCUICKMUX XaKepoB M B TOM, YTO
«OHM He OCTaHOBIATCI Ha 3ToM». llled
repMaHCKOM  pasBedKM  Mpeaynpexnaer o
BO3MOKHOCTM  BMellarejabcTBa  Poccum B
OymyiieM Trooy B BbIGOpbI B ['epmanHum.

' oknan o kubeparakax Poccun pacckasbiBaeT Ipo «Xakepa
Martpemiky». URL: https://pravda.ru/news/society/30-12-
2016/1321453-ataki-0

" Clarke T. Trump Acknowledges Russia Role in U.S. Election
Hacking: Aide. URL: http://reuters.com/article/us-usa-trump-
russia/trump-campaigns-digital-director-to-meet-house-
intelligence-panel-wsj-idUSKBN1CS021
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«3]10yMbluU1€HHL{KLl 3duHmepecosdHsl 8 JiUueHuu

JIE2UMUMHOCINU ~ CAMO20  JeMOKpaAmuueckozo
npoyecca Kak maxkosozo», — ckasan r-H Kaas.
«Tenepb, - m0GaBUI OH, — 8 PoOKyce 3SMmux
nonetmok  HapywieHus —~ obujezo  nopsoka
okasvieaemcss Eepona, u e ocobenHocmu

TI'epmanusn».

WUspannus Zeit Online, DPA, AFP, Reuters
COOOIIAIOT, YTO BeAyllMe  MpeaCcTaBUTEIN
aMepPMKAHCKUX CIHENCTYKO IPUILIM K YETKOMY
BBIBOLLY: POCCMIICKME XaKepbl IPENCTaBJISIOT
cobon «cepbesnyio yrposy mia CIHIA», -
TOBOPUTCSI B COBMECTHOM 3asIBJIEHMM IJIaBbI
HarmoHaabHOro pasBembiBaTe/IbHOIO YIIPaBJIeHMs
IIx. Kimarmmepa, pykoBomutesisst NSA M. Pomkepca
M TOCYNApCTBEHHOTO CEKpeTapsi MUHMUCTEPCTBA
o6oponnl M. Jlertpa'®. VTBepxkpaercs, dTO
npesuaeHt Poccum B. [IyTmH sMuHO TpMKasas
IPOBECTU XaKepcKue araku'.

WUcmanust He coMHeBaeTcs B pe3yjbTarax
AJOKJIada, BCe€ OOKa3aTeJIbCTBa MM KaXXyTCA
Y6e,ElI/ITEHI)HbIMI/I: Ha€MHUKN ns3 POCCI/II/I,

npoIuiaueHHble ITyTUHBIM, BMeIIaauch B BbIOOPHI
B CIIA?. NMugoHe3uniicKye ras3eThl COOBIIAIOT O
mokiagme @OBP ¢ 3agBieHMeM O BMHOBHOCTU
PYCCKMX XaKepoB M 00 OTBETHBIX Mepax
B. O6ampi*’. BecHoit 2017 1. pap, cTpaH, a UMEHHO
Ucnanua u Typuus, B CBOMX M3OAHUIX TasKe
3asgBuIM 06 apecte 2-4 pPYCCKUX XaKepoB,
BMHOBHBIX B Kubeparakax BO BpeMsI BHIOOPOB B
CIIIA.

PasBepnyBIIasics Ha ¢done Knbeparax
mH(MOPMAaIMOHHAs BOMHA HaHeCa 3HAUUTETbHBII
Bpen umumky Poccym. Hacenenme wmHOrmx
3aMafHbIX CTPaH CTAJIO BOCIHPUHMMATH HAIly
cTpaHy Kak arpeccopa. [lig TmopmepsKaHus

18 Russische Hacker sindeineernste Bedrohungfiir die USA.
URL: http://zeit.de/politik/ausland/2017-01/hacker-angriff-us-
wahl-russland-barack-obama-geheimdienste

Y Rohlig M. Was Putin mit den Hacker-Angriffen in den USA
zutun hat. URL: http://bento.de/politik/erklaert-putin-soll-hinter-
den-hacker-angriffen-auf-die-us-wahl-stecken-1113176

2 Asireventaron los 'hackers' rusoslaselecciones de
EstadosUnidos (segun el FBI). URL:
https://elconfidencial.com/tecnologia/2016-12-30/elecciones-
estados-unidos-hackeo-rusia_1310649

' Resmi, FBI Sebut Badan Intelijen Rusia Terlibat Hacking
Pemilu Amerika Serikat. URL:
https://jejaktapak.com/2016/12/30/resmi-fbi-sebut-badan-intelijen-
rusia-terlibat-hacking-pemilu-amerika-serikat

CaHKIMIA M HaOpsKeHus] B OTHOoLUeHuu Poccum
CMM pacrpocTpaHsyINCh HEBOOOPasuMbie MUQHI.

Tpemvs eonna: 1 utonua 2017 2. no Hacmosaujee
epema. 1 wmons 2017 r. Ilpesugent Poccun
B.Ilytun, BbicTymas Ha I[lerepOyprckom
SKOHOMUYECKOM (opymMe, OTBETWJI Ha BOIPOC O
POCCUIICKUX Xakepax, KOTOpbIe
MIPEIOIOKUTEIbHO BMEIIMBAINCH B  BBIOODBI
npesugenta CIIA ¥ MOIIM BAMATb Ha XOf,
u3bupare/NbHbIx KammnaHuii B EBpome, B TOM
uynciae u B [epmanym. TTyTMH MpeAmionoskui, 4To
MOL'YT CYILIECTBOBATh «TMaTPUOTUUECKI
HaCTpOEHHbIe»  XaKepbl, KOTOpblE  UMTAIOT
HOBOCTM, a TIOTOM AaTaKyIOT TeX, KTO «IUIOXO
or3biBaeTcss 0 Poccum». M mBakmbl MTOBTOPWII,
YTO «Ha rOCyJapCTBEHHOM ypoBHe Poccust stum
He 3aHMMaeTcs». DTy e ¢Gpasy OH B TeX Xe
CJIOBaX MOBTOPSII € OKTIOps 2016 T.

Bor crenorpamma ciioB B. [TyTuna.

«Xakepwl — OHU MO2Yym OmMKyoda y200HO 8blie3mu,
u3 moboti cmpamsl mupa. Koneuno, obuwuii ¢on
MeNC20CYOapCMBEHHbIX ~ OMHOWEHUL  umMeem
3HaueHue u 8 amom ciyuae. Xakepwl ce Joou
c80600Hble, Kak xyooxcHuku. Hacmpoenue y Hux
Xopouuee, OHU 8CManu ¢ ympd U 3aHUMaromcs
mem, Umo KapmuHul pucyrom.

Taksice u xakepbl — OHU NPOCHYAUCH, NPOUUMAU,
umo mam umo-mo npoucxooum 8
MeNHc20Ccy0apcmeeHublX omHoweHusx. Ecau oHu
HACMPOEHbl NAMpUOMuU4ecKU, OHU HAUUHAIOM
B8HOCUMb CB0K0 Jilenmy, KAK OHU Ccuumaiom,
npasunvHylo, 8 060pbby C meMu, KMo NJa0XO
omswsieaemca o Poccuu. Bo3moxcHo
meopemuyecKku 803MONCHO.

amo,

Ha zocydapcmeenHom ypogHe Mbl 3MUM HeE
3aHumaemcs, 8om umo camoe edaxcHoe. Mozy
cebe npedcmasumv U Makoe, 4MoO KMO-Mo
chneyuanbpHo 3mo denaem, 8biCMpauséaem yenouxy

amak makum o6pazom, umobbl UCIMOUHUKOM
amoll amaku npedcmasumes — MEPPUMOPUIO
Poccuiickoii ®edepauuu. Bedb cospemeHHble

MexXHoN02UU NOo380Jslom 3Mmo  Oenams,
docmamouHo nez2ko oenaemcs.

amo

Hy u camoe znasmoe, s 21y60Ko ybOexcOeH:
HUKAKUE Xakepvl He MOZym KApOUHALHO 61USMb
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Ha x00 u3bupamenvHoOl KamnaHuu 8 oJOpyzol
cmpane. Huuezo 3mo He Jasxcem HA CO3HAHUE
usbupamerneii, Ha CO3HAHUE HApodd, HUKAKAS
uHgopmayus He noeéauUsem HAa KOHeuHbie Umozu,
KOHEeUHble pe3ylbmamaei.

Mbt Ha 2ocydapcmeeHHOM YpOBHE He 3AHUMAEMCS]
amum u He cobupaemcs 3aHumamscs. Haobopom,
Mbl ecsuecku cmapaemcs 6opomucs
(c xakepamu) sHympu cmpaHvi. YbexcoeH, umo
HUKAKUE XaKepbl HE MO2ym Nnoeiusmes Ha
u3buUpamenvbHyro KamMnanuio Hu 8 0OHOU U3 CMpam
Esponbl u Huzde y200Ho 6 A3uu u 6 Amepuke».

IIpocnenym, Kak  WM3MEHSIUCh  CJioBa U
TpaHchOPMUPOBAICS CMBICJT 3asIBJIEHMS
B. I[lymuna B coobuienusx CMUW mpyrux crpa.
New York Times coobumaa, 4TO IpPe3sUIEHT
Poccun 3asIBUJI, YTO «TIATPUOTUUECKU
HAaCTpOEHHbIE» YaCTHbIE POCCUIMCKME XaKepbl
MOIIM OBbITb BOBJIEUEHbI B KubepaTtaku B
MpOIIOM TONYy; OHM ¥  BMellaIUCh B
npesugeHTckue BbiOOopbl CIIA. OrBeyas Ha
BOIIPOC O MOAO03PeHUIX B TOM, uT0 Poccust MmoxkeT
MIOMBITAThCS BMEIIAThCSI B MPENCTOSIINE BbIOOPDI
B ['epmannu, r-H ITyTMH ckasaj o HamafeHUU Ha
IpyTHe rocyzmapcTBa CBOOOIOIIOOMBBIMU
poccuiickuvu  narpuoramu®™.  Crnosa  IlytmHa
pacueHwmM Kak ompaBmanus Poccum  mop
B/IVSIHMEM JOKAa3aTebCTB ee IMPUYaCTHOCTH.

Typelikve usgaHust mpenogHecau ciosBa IlyTuHa

TaK: «pocculickoe 20cydapcmeo Hukozda He
yuacmeoeaio 8  3MmoM, HO,  B03MOMNCHO,
nampuomuueckue poccutickue xakepwl,

803MOMCHO, Hauanu Kubepamaky»**, a Taxke «...
ecnu oHu fensromcs hampuomamu Poccuu, mo
OHU HauHym denams C60l cObCMBeHHbll 8KIA0 8
80lIHY npomue mex, KMo NI0X0 2080pum
o Poccuu»®.

2 [Tymun B.B. O xakepax. URL: https://youtube.com/watch?
v=FvGMzp8DRRY

» Higgins A. Maybe Private Russian Hackers Meddled in
Election, Putin Says. URL:
https://nytimes.com/2017/06/01/world/europe/vladimir-putin-
donald-trump-hacking.html

* ABD secimle rine vatansever Rus hacker'la rsaldir1 yapmi
solabilir! URL: http://dinihaberler.com/dunya/abd-secimlerine-
vatansever-rus-hacker-lar-saldiri-yapmis-olabilir-h118669.html

% Putin: ABD secimle rine vatansever Rus hacker'la rsaldir1
yapmu solabilir. URL: http://star.com.tr/dunya/putinden-abd-
secimleriyle-ilgili-itiraf-gibi-aciklama-haber-1223513

A xuTaiickue usgaHusl, Ha060POT, COOBIIAIOT, UTO
(dpaHIy3cKue pacciaemoBaHMsT He MOTYT HalTu
IIOKa3aTeJbCTB PYCCKMUX KubepaTak ¥ CUUTAIOT,
YTO BCE aTaky ObLIM JIMIIb «B UX COOCTBEHHOM
rojioBe»”,

Snonckue CMMU mpocto ormeuvaror, uro CIIIA
6e3moKa3aTesIbHO OOBMHSIOT POCCuIo B MOMBITKAX
BJIMSITH Ha BbIGOPBI Npe3ugeHTa”’ .

C cents6pst 2017 . B CMU cHoBa mosiBUjIach
MHGOPMAIMS O BMeIIaTe/IbCTBE PYCCKUX XaKepOB
B BbIOOphl mpesugenTta CIIIA. AreHTcTBO
Associated Press mepemaiio, 4YTO MUHMCTEpPCTBO
BHyTpeHHel 6Ge3zonmacHoctu CIIA coobmmio
BJIacTSIM 21 IITaTa O TOM, YTO «PYCCKME XaKepbI»
MBbITAIMUCh B3JIOMaTb MX 3J€KTPOHHBIE CHCTEMBI
BO BpeMs BbIOOpoB mpesugeHTa CIIA B HOsGpe
2016 r. Ilpm >TOM MMHMUCTEPCTBO He [IajI0
KaKUX-JTMO0 TOSICHEHMIA O TOM, KTO MMEHHO CTOUT
3a Kubepatakamu. Ho wucrounmku Associated
Press B MBDB vyTBepkmaioT, UTO pedyb WUJET,
KOHEUHO JKe, O <«PYCCKMX Xakepax» U
MPEeCJOBYyTOM  «BMellaTeJbCcTBE»  Poccum B
BeiGopel B CIIIA. EcTecTBeHHO, 4YTO 3Ty
«HOBOCTb» MO XBATUIIN CMU Apyrux
rOCyoapCTB.

BpeMms oT BpeMeHM TeMa PYCCKMUX XaKepoB CHOBa
u cHoBa nosieisiercsi B CMMU. Tlepuognuecku ee
nmepeOMBAIOT Apyrue HeratuBHble 11 Poccum
mHpomoBoabl, Hampumep pneno «HoBuuka», HO
ONMHAXKObI  CO3MAHHBIM ¥  3alyIIEHHBII B
nHbochepy Mud >XKMUBYY 1 HEUCTPEOUM.

Uctopusi ¢ xakepckumy arakamm Ha CIIA
MoponMia TMPOTMBOPEUMBBIE UYBCTBA BO BCEM
Mupe. JIiooy cMOTpe/M M YMUTaauM HOBOCTM U He
MOIJIM TIOHSTh: JIOKb 3TO WIM IpaBaa. bwuiu,
KOHEYHO, ¥ Te, KTO He 0OpaTwI Ha 3TO HUKAKOTO
BHMMaHM, HO mrymnuxa B CMU 6bi1a uspsmHast.

Mueune CMM u MaccoBble HAaCTPOEHMUS
OOIIIECTBEHHOCTY MHOTMX CTpPaH pasme/AINCh.
Opuy BoCXMILAIMCh BcemMoryiiectsoMm IlyTuHa,
€ero CITOCOOHOCTHIO BJIMSITD Ha
BHYTPUIIOJIUTUYECKYIO >KU3Hb JPYIrOM CTpaHBbI,

% URL: http://world.huangiu.com/exclusive/2017-
06/10782236.html

2TURL: https://jp.sputniknews.com/us/201706223791567
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BOCXBA/ISUIM TaJlaHT M yMeHMe DPOCCUIICKUX
xakepoB. [lpyrue cuurtaau Bce ¢dapcom U
¢duxmen. Hake BHyTpu Poccum Her emumHOrO
MHEHMSI TIO OIIEHKE JaHHOM CUTYyalun.

«YTKa» O PYCCKMX XaKepax BO3poawuiIa
pycodoOcKkMe HaCTpOeHMsI BO BCEM MMUPE.
['moGanbublii Mg O PyccKoil yrpose mpuobpesn
HOBbIe KpacKuM ¥ CcomepsKaHue, OH CTaj
IO YJISIPHBIM MHCTPYMEHTOM BO
BHYTPUIIOJIUTMYECKOI  OOpbbe BO  MHOTUX
CcTpaHax 3araja.

Kro 6b1 HM cTOSIT 38 KMOepaTakaMm, IIPUXOINUTCS
MpU3HaTh, 4TO Crelcayk6bl Poccuu okasaiuch
He TOTOBBI K MMOJOOHOMY BUIY I'MOPUIHBIX BOJH.
Poccusi He cymesna BBICTPOUTH CBOIO 3allNUTY,
IOKa3aTb MUPY CBOIO HEIIPUYACTHOCTb U YOeIUTh

MMpPOBOE COOOBIIIeCTBO B abCcypaHOCTH
BbIBUTaeMbIX OOBMHEHMIA.
IIpoBenenne JIETOM HbIHEIIIHEro roma

Yemmnmonara mupa o ¢yréony B Poccun cuabHO
pasbGaBMIO TTOTOK HEraTMBHONM MHMOpMaIuyu B
3apyOesKHBIX CMMN. MHorue CTpaHbI
BOCTOPYKEHHO OT3bIBalOTCsI 00 opranmsanym YM-
2018. BocxuialoTcst pOCCUICKON KyJIbTYpOil U
HapogoM. Ho pgaxke B 3TOT mepmon HaXOOATCS
CTpaHbl, HarpuMep, Besmkobputanus 1 Ykpausa,

CHIMCOK JIMTEePaTyphbl

KOTOpbIE  CO30AIOT MH(OMOBOAbLI, UTOOBI B
ouepenHOM pa3 obmunTh Poccuio M BO3BECTUTH
MMPY O POCCUIICKOM yTpo3e.

CTOUT OTMETUTH, UTO ITOOEeAa B OMHOM CPasKeHUM
He JaeT OKOHYAaTe/IbHOM 1mo6enpl B
nHdopmarmonHoit BouHe. CKOpee BCero, paHO
WIM TIO30HO TIPOTUBOCTOSIHME BO30OHOBUTCS
c HoBOM cwioi. HeobxomyMma TrOTOBHOCTb K
ONEepUPOBAHMIO HE  TOJbKO  HEraTMBHBIMMU
MOIEJIIMM, HO ¥ IOSUTMBHBIMM YCTaHOBKAaMM,
TaK KaK COBpeMeHHOoe OOIlecTBO BMeCTe C ero
HEIpEePbIBHBIM TEXHUUYECKUM IIPOrpeccoMm GyreT
peryyisipHo HaXOOUTbCS Ha apeHe
MH(POPMALMOHHO-TICUXOJIOTMYECKIX TTPOTUBOCTOSTHIIA
[11].

[na 3ammThl COGCTBEHHOTO MH(POPMAIMOHHOIO
MIPOCTPAHCTBA Poccusa IOJKHA VIMeTh
MpopaboTaHHbIe MPaBOBbIe, OPraHM3alMOHHbBIE U
TeXHUYECKMEe CPeoCTBa, CIIOCOOHbIE BBICTYIUTh
CcBOeOOpasHbIM IIUTOM B  MHGOPMAIMOHHOM
BoitHe. bBesomacHocTh Poccum HeBo3MOkHa 6e3

TOYHOTO aHajmsa u CBOEBPEMEHHOTO
MpoTUBOmeNCcTBUs. TOJIBKO uMes HageKHbIN
TeXHUYECKMIA  IIAT B COBOKYIHOCTM  C
uHGOpPMAIMOHHBIM  MeuoM, Poccust  Mosker
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Nudopmanust o koHGUIUKTE MHTEpPeCOB

51, aBTOp [AaHHOV CTaTby, CO BCEM OTBETCTBEHHOCTBHIO 3asIBJISTIO O YACTUYHOM M TOJTHOM OTCYTCTBUM
(baKTMYECKOTO WM TOTEHIMATBbHOTO KOHQIMKTA MHTEPECOB C KakoyW Obl TO HM OBUIO TpPETbei
CTOPOHOJ, KOTODPBI MOKET BO3HMKHYTb BCJEICTBME ITyOaMKalMM OaHHOM cTaTbM. HacTosiiee
3asiBJIEH)Ee OTHOCUTCS K MPOBEIEHMIO HAayuyHOU paboThl, cO0Opy M 00pabOTKe MaHHbBIX, HAIMCAHUIO U
MTOJTOTOBKE CTAThby, IPUHSITUIO PEIIeHNS O TyOaMKaLMM PYKOIIMCH.
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Abstract

Subject The article discusses the information war wages by foreign mass media against
Russia. I review how the myth about Russia's alleged involvement in the U.S. domestic
politics and Russian hackers originated.

Objectives The research analyzes means and technologies used to commit information
assaults against Russia. I conduct a content analysis of mass media to identify the source of
anti-Russian myths. I also evaluate Russia's information security and preparedness to
repulse such attacks.

Methods The research relies upon the horizontal and comparative analysis of global events
and content analysis of mass media. I refer to official documents and publications by
the Russian foreign journalists and politicians.

Results Russia proved to be unprepared for the hybrid information war. Governmental
authorities failed to ensure protection and prove that Russia was not involved in cyber
attacks, and convince the global community of the absurdity of the claims.

Conclusions and Relevance Mass media exert more pressure as social ties grow, taking
new forms as new technologies emerge. Russia's information security is impossible
without the precise analysis and timely responses. The findings may be used to prepare
general and special training courses of political science, public administration,
international law.
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